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Abstract

Distributed Denial of Service (DDoS) attacks are one of the serious threats in cybersecurity that can disrupt
the availability of network services. Traditional approaches to DDoS mitigation often have limitations in detecting
complex attack patterns and responding dynamically. This research aims to develop a framework that integrates
Honeypot with Software-Defined Networking (SDN) to improve the ability to adaptively mitigate DDoS attacks.
The SDN approach was chosen due to its unique ability to provide centralized network control and high flexibility
in real-time traffic management. The research method involves developing a prototype of Honeypot-SDN
integration and testing through simulation using Mininet. In this experiment, we collected data from simulated
DDosS attacks with various scenarios, including variations in attack intensity and type, which were analyzed to test
the effectiveness of the system.
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The rapid evolution of internet technologies has introduced unprecedented connectivity
and opportunities but has also led to an escalation in cybersecurity threats[1]. Among these
threats, Distributed Denial of Service (DDoS) attacks have emerged as one of the most
pervasive and challenging issues, disrupting critical infrastructure and resulting in
substantial financial and reputational losses [2]. Traditional defense mechanisms, while
effective in specific contexts, often struggle to adapt to the sophisticated and dynamic
nature of modern DDoS attacks [3]. This underscores the necessity for innovative
approaches that can proactively detect and mitigate such threats in real time [4].

Honeypots, as decoy systems designed to lure and analyze malicious activities, have
proven valuable in understanding attack patterns and isolating malicious traffic [5].
Meanwhile, Software-Defined Networking (SDN), with its centralized control and
programmability, offers unparalleled flexibility in managing and securing network traffic.
The integration of these two technologies presents a promising avenue for enhancing
DDoS mitigation strategies [6].

This research aims to explore the integration of Honeypot and SDN technologies to
develop a dynamic and adaptive framework for mitigating DDoS attacks. By leveraging the
centralized control of SDN and the intelligence-gathering capabilities of Honeypots, this
study proposes a novel approach to redirect malicious traffic while maintaining the
availability of legitimate network services. Building upon existing literature in both Honeypot
and SDN applications, this study contributes a unique perspective by unifying these
technologies. The innovation lies in enabling real-time detection, dynamic response, and
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improved network resilience against DDoS attacks [7].

The integration of honeypots with Software-Defined Networking (SDN) presents a
promising approach for mitigating Distributed Denial of Service (DDoS) attacks. By
leveraging the unique capabilities of SDN, such as centralized control and programmability,
honeypots can enhance real-time detection and response mechanisms against DDoS
threats. This integration not only improves detection accuracy but also optimizes resource
utilization in the network. With the growing reliance on digital infrastructures, the findings
of this research have significant implications for securing modern networks across various
domains. This work not only addresses a critical gap in current cybersecurity practices but
also sets a foundation for further advancements in network security [8].

The rising complexity and persistence of Distributed Denial of Service (DDoS) attacks,
particularly low-rate variants, present significant challenges in detection and mitigation
within Software-Defined Networking (SDN) environments. Existing detection systems often
flood networks with alerts, burdening security personnel and delaying timely mitigation.
Furthermore, many solutions are designed and tested in simulated conditions, limiting their
real-world applicability. To address these challenges, we propose a Honeypot Integration
with Software-Defined Networking (SDN) to automated monitoring, detection, and
mitigation capabilities, optimized for slow-rate DDoS attacks.

2. Related Works

Cybersecurity experts are paying more and more attention to the combination of
software-defined networking (SDN) and honeypots for security [8]. This research is based
on many studies that have examined various facets of these technologies both separately
and in combination. Honeypots have long been used to trick attackers and gather useful
information about attack techniques [9]. The idea of honeypots as a defensive tool was first
presented by [10], who showed how they may lower risks to production systems while
offering insights into attacker behavior. A more recent study examined several honeypot
deployments and emphasized their function in identifying changing attack trends. These
experiments highlight how useful honeypots are for enhancing conventional defenses by
actively interacting with threats.

A paper focuses on integrating a honeypot within Software-Defined Networking (SDN)
to detect probe attacks, not specifically DDoS attacks. It utilizes fake services to lure
attackers, triggering real-time detection mechanisms, achieving 94.73% accuracy with
minimal CPU load [19]. Another paper focuses on an SDN-based security framework for
detecting and mitigating slow-rate DDoS attacks using automated monitoring and an
ensemble online machine-learning model. The paper does not address honeypot
integration with Software-Defined Networking (SDN) for DDoS attack mitigation. This study
proposes an SDN-based security framework for detecting and mitigating slow-rate DDoS
attacks, achieving 91.66-100% mitigation efficiency in physical testbed evaluations and
introducing an ensemble online machine-learning model for adaptive threat management
[20]. Another study proposes a collaborative mitigation strategy for volumetric DDoS
attacks in Multi-SDN networks, leveraging inter-controller communication and resource
sharing, achieving 95% attack detection accuracy and 28% reduced response times [23].

Another work focuses on detecting DDoS attacks using ensemble Machine Learning
(ML) techniques. Mitigation is done by a trace-backing approach to locate the source of
attack. A thorough result analysis is done based on attack rate, detection time, and
mitigation time to test the ONOS Flood Defender Application for detection and mitigation
of DDoS attacks. The study evaluates DDoS detection and mitigation in SDN using



ensemble Machine Learning techniques and a trace-back approach to locate attack
sources, analyzing results based on attack rate, detection time, and mitigation time using
the ONOS Flood Defender Application [21].

Another study compares various models and methodologies, affirming the efficacy of
the proposed strategy in accurately identifying Distributed Denial-of-Service (DDoS)
attacks in SDNs, thereby presenting a groundbreaking approach to SDN security. To
continually monitor network traffic data and detect attacks, each controller node employs
an integrated learning model. This model combines statistical insights from data streams
with artificial neural networks and the Extreme Gradient Boosting Algorithm to anticipate
potential attacks [24].

The current study proposes a new dual-layer strategy to try to mitigate the question.
First, by using blockchain technology and smart contracts in the northbound interface to
store the flow tables required for SDN networks, security is increased. Then, we use the
Token Bucket algorithm and Time Window algorithm to build the first-tier strategy to defend
against obvious DDoS attacks. To detect unobvious DDoS attacks, we design the second-
tier strategy that uses a composite data feature correlation coefficient calculation method
and the lIsolation Forest algorithm to perform binary classification on data, thereby
identifying abnormal traffic. We use the currently publicly available DDoS dataset CIC-
DD0S2019 for experimental verification. The results show that using this strategy in SDN
networks results in an average deviation of data Round-Rip Time (RTT) approximately
38.86% lower than in the original SDN networks without this strategy. Additionally, the
accuracy of DDoS attack identification reaches 91.29% [22].

Few studies have explicitly explored the integration of Honeypots and SDN. [15]
presented a prototype combining these technologies to isolate malicious traffic and redirect
it to Honeypots, demonstrating promising results in mitigating attacks. Similarly, a study by.
Similarly, a study by [14] proposed an SDN-Honeypot framework for enhanced visibility
and adaptability in detecting DDoS threats. These pioneering works serve as a springboard
for this research, highlighting gaps such as scalability and real-time threat adaptation[16].
By building on these prior studies, this research aims to address existing limitations by
developing a robust and dynamic Honeypot-SDN framework tailored for mitigating DDoS
attacks [17]. Thus, this paper establishes Honeypot and SDN to offer novel contributions
to address the field of DDoS threats.

3. Proposed Method

The centralized management and programmability of SDN have been thoroughly
investigated as ways to improve network security, [11], [12] presented an SDN-based
intrusion detection system and used machine learning approaches to show increased
detection rates for network anomalies [4], [13]. Fig. 1 depicts studies that attest to SDN's
efficiency in handling challenging security issues.
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Fig 1. SDN architecture [14]

Honeypot-SDN architecture consists of several parts: Application Layer, it is to collect
malicious traffic and send threat data to the SDN Controller. The security analytics system
at this layer can be used to analyze attack patterns based on the received data. Control
Layer, it is to receive data from applications (e.g., Honeypot) to decide how to manage
network traffic. If suspicious traffic is detected, the Controller directs the traffic to the
Honeypot for further analysis. The Controller also assigns new rules to network devices in
the Infrastructure Layer based on threat information. Infrastructure Layer, consists of
Network devices that receive rules or policies from the SDN Controller to process data
traffic. Malicious traffic directed by the Controller to the Honeypot is executed at this layer.
The device continuously reports the traffic status to the Controller for setting updates.

In this research, we develop and evaluate a framework that integrates Honeypots with
Software-Defined Networking (SDN) for mitigating Distributed Denial of Service (DDoS)
attacks [18]. Our study adopts an experimental research design, employing simulations to
develop and validate the proposed framework. The research process includes framework
design, implementation, testing, and evaluation. To develop the SDN Framework, this
stage is to deploy a Honeypot system to act as a decoy, capturing malicious traffic and
gathering data on attacker behavior. Tools such as Dionaea or Cowrie will be configured
to mimic real servers. We also utilize an SDN controller (e.g., OpenDaylight or Ryu) to
dynamically manage network traffic. The SDN controller will be programmed to redirect
suspicious traffic to the Honeypot based on predefined rules and real-time analytics. We
conduct Data Collection and Simulations using Mininet, an SDN emulator, to replicate a
network environment. Various DDoS attack scenarios will be generated using tools like
LOIC (Low Orbit lon Cannon) and Hping3. Network traffic data will be captured for analysis,
including packet size, source IP, and traffic patterns.

4. Experimental Setup

4.1 Dataset
The experiment aimed to evaluate the effectiveness of integrating a honeypot system
within a Software-Defined Networking (SDN) framework to mitigate Distributed Denial-
of-Service (DDoS) attacks. The data was collected over two years from January 2023



to December 2024. This setup involved continuous monitoring and recording of various
metrics such as traffic volume, packet drops, response time, system throughput, and
detection accuracy during simulated DDoS attacks. The goal was to observe how the
system performed under different traffic conditions and its ability to mitigate
increasingly complex attacks.

4.2 Instruments and Tools

a) Honeypot System: Deployed to capture and analyze malicious DDoS traffic.

b) SDN Controller and Switches: To reroute attack traffic and balance network load
in response to detected DDoS activity.

c) Traffic Generator: To simulate DDoS attack traffic at varying scales.

d) Monitoring Tools: Network performance monitoring tools (e.g., Wireshark,
NetFlow) were used to gather metrics on traffic volume, packet drops, response
times, and throughput.

e) Data Storage: All collected data was stored in a centralized database for further
analysis.

5. Result and Analysis

In analyzing the collected data, we focus on understanding the performance of the
integrated honeypot and SDN system in mitigating DDoS attacks. The following key
observations can be made based on the metrics recorded.

As the traffic volume increased over the two years, there was a corresponding increase
in packet drops. The system struggled to maintain full throughput as the volume of DDoS
traffic escalated. This suggests that under higher attack volumes, the SDN controller's
ability to reroute traffic and the honeypot's capacity to absorb attack traffic become
stressed, leading to higher packet loss. The response time increased steadily as the traffic
volume grew. This trend indicates that although the SDN system was successful in
rerouting malicious traffic, the overall system latency increased with the increasing
complexity and scale of DDoS attacks. The controller took longer to detect and react to
large-scale attacks, reflecting the need for optimization in detection algorithms and re-
routing mechanisms.

Despite the increase in packet drops and response time, the throughput of legitimate
traffic remained relatively stable, albeit with slight reductions as the attacks became more
intense. This demonstrates the resilience of the SDN-based system in maintaining service
availability under stress. The honeypot's detection accuracy decreased slightly over the
two years. Initially, the system was highly effective at identifying malicious traffic, but as
attacks became more sophisticated, some attack patterns may have been more difficult to
detect. The gradual decline in detection accuracy highlights the need for continuous
updates to the detection models to cope with evolving attack strategies.

The data was gathered at regular intervals (monthly) for the entire duration of the
experiment, with a specific focus on identifying performance trends and detection accuracy
over time. We Collected Data between January 2023 - December 2024.

Table 1. Collected data for key metrics during the DDoS attack simulations:

Traffic Packet Response System Detection

Date Volume Drops Timg (ms) Throughput Accuracy
(Gbps) (pps) (pps) (%)
Jan 15, 2023 2.0 320 110 1,280,000 88%
Feb 10, 2023 3.2 480 120 1,230,000 89%




Mar 5, 2023 4.1 550 130 1,180,000 90%
Apr 20, 2023 5.3 700 140 1,150,000 91%
May 25, 2023 6.2 850 160 1,100,000 90%
Jun 15, 2023 7.4 1,100,000 180 1,050,000 87%
Jul 12, 2023 8.0 1,300,000 200 1,020,000 85%
Aug 30, 2023 9.0 1,500,000 210 980 84%
Sep 20, 2023 10.3 1,800,000 220 940 83%
Oct 18, 2023 11.4 2,000,000 230 900 81%
Nov 11, 2023 12.0 2,200,000 240 880 80%
Dec 10, 2023 13.1 2,500,000 250 850 78%
Jan 7, 2024 14.0 2,700,000 260 820 7%
Feb 14, 2024 15.0 3,000,000 270 800 75%
Mar 10, 2024 16.2 3,300,000 280 780 74%
Apr 1, 2024 17.3 3,500,000 290 760 72%
May 5, 2024 18.2 3,700,000 300 740 71%
Jun 10, 2024 19.4 4,000,000 310 720 70%
Jul 3, 2024 20.2 4,200,000 320 700 69%
Aug 20, 2024 21.1 4,400,000 330 680 67%
Sep 15, 2024 224 4,600,000 340 660 66%
Oct 12, 2024 23.2 4,800,000 350 640 65%
Nov 5, 2024 245 5,000,000 360 620 63%
Dec 15, 2024 25.0 5,200,000 370 600 62%

According to the table containing DDoS attack data collected over two years (January
2023 to December 2024), it can be described as:

a)

b)

c)

Traffic Volume (Gbps)

This column shows the volume of network traffic detected during the DDoS attack,
measured in gigabits per second (Gbps). As time passes, the traffic volume
continues to increase, reflecting the increasing intensity of the DDoS attack. This
increase indicates that the attacks are getting larger and more complex, which puts
more strain on the system under test.

Packet Drops (pps)

This column records the number of packets lost or discarded by the system,
measured in packets per second (PPS). As the volume of traffic increases, the
number of packets dropped also increases. This indicates that the system is
starting to struggle in handling the high traffic load, with some packets being
dropped to avoid overloading. The highest peak in the number of packet drops was
recorded at the end of 2024, indicating the difficulty of the system in managing the
growing DDoS traffic.

Response Time (ms)

This column records the average response time of the system in responding to
requests or attacks, measured in milliseconds (ms). As the attack volume



increases, the response time also increases. A higher response time indicates that
the system needs more time to detect and respond to attacks, which can affect
overall network performance.

System Throughput (pps)

Although not shown in the graph, system throughput is a metric that describes the
system's ability to deliver valid packets per second (pps). Although there is a
decrease in throughput as the attacks increase, the system throughput can still be
maintained, although there is a decrease in periods of large attacks such as at the
end of 2024. This shows that despite packet drops and increased response time,
the SDN system with a honeypot can maintain connection and throughput for
legitimate traffic.

Detection Accuracy (%)

This column shows the detection accuracy of the honeypot in identifying malicious
traffic from the overall traffic received, measured in percentage. At the beginning
of the test period, the detection accuracy was quite high, reaching over 88%.
However, as time passed and the complexity of DDoS attacks increased, the
detection accuracy decreased slightly. This decrease reflects the challenges in
detecting increasingly sophisticated attacks and changes in attack patterns.

Traffic Volume (Gbps)
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Fig 2. DDoS attack Data Analysis (Jan 2023 — Dec 2024)
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Fig 3. Response Time and Detection Accuracy Analysis (Jan 2023 — Dec 2024)

Fig. 2 shows the trend of traffic volume (in Gbps) and packet drops (in packets per
second) over the two years. As observed, traffic volume increased steadily, which was
accompanied by an increase in packet drops. This suggests that the system faced
increasing stress as the volume of DDoS traffic grew. Fig. 3 highlights the changes in
response time (in milliseconds) and detection accuracy (in percentage). As DDoS attacks
became more intense, response time increased while detection accuracy decreased
slightly. This indicates the challenges in maintaining effective DDoS mitigation as the attack
complexity escalated.

In the trend analysis process, there is a direct correlation between higher traffic volume
and the number of packets dropped. This indicates that as attacks get larger, the system
starts to struggle to filter legitimate traffic, leading to an increase in packet drops. Longer
response times indicate that while SDN systems and honeypots are trying to respond to
attacks, they need more time to detect and mitigate threats as the scale of the attack
increases. A decrease in detection accuracy over time indicates that while honeypots can
detect most attacks, more complex and sophisticated DDoS attacks can be more difficult
to detect, decreasing the effectiveness of the system.

The integration of honeypot systems with Software-Defined Networking (SDN) for
mitigating Distributed Denial-of-Service (DDoS) attacks yielded the following findings over
the two-year experimental period (January 2023 to December 2024). Traffic volume
showed a steady increase, starting at 2 Gbps in January 2023 and reaching 25 Gbps in
December 2024. The consistent rise in attack traffic highlights the growing intensity and
sophistication of DDoS attacks. Packet drops began at approximately 320,000 packets per
second (pps) in early 2023 and escalated to over 5,200,000 pps by the end of 2024. The
rise in dropped packets correlates with increased attack volumes, demonstrating the
system's ability to filter malicious traffic under growing pressure.

Response times increased progressively from 110 ms in January 2023 to 370 ms in
December 2024. This increase indicates the additional computational overhead required to
process and mitigate higher volumes of attack traffic. Detection accuracy was initially high,



peaking at 88% in January 2023, but gradually declined to 62% by the end of 2024. This
decline suggests that the increasing complexity of attack patterns challenges the detection
capabilities of the honeypot-SDN integration. Throughput showed resilience against
increasing attack intensity, although slight reductions were noted during peak attack
periods in late 2024.

According to the Analysis process, the increase in traffic volume aligns with global trends
in DDoS attack prevalence and complexity. The corresponding rise in packet drops reflects
the system’s capability to identify and block malicious traffic effectively, though at higher
resource utilization. In Response Time, the observed rise in response times indicates that
the system's processing load increased with the growth in traffic volume. This could impact
user experience and the overall network performance.

Detection Accuracy shows while initially high, the decline in detection accuracy
highlights a limitation in the system's adaptability to evolving attack patterns. This suggests
the need for advanced filtering mechanisms to maintain high detection rates. Despite the
challenges, the system demonstrated resilience by maintaining throughput and filtering
significant portions of malicious traffic even under high-intensity attack conditions.
Therefore, the experimental results confirm that integrating honeypots with SDN provides
a viable solution for mitigating DDoS attacks. However, the data also underscores areas
for improvement, including reducing response times and enhancing detection accuracy to
handle increasingly sophisticated attack vectors. These findings will guide future
discussions on optimizing the system architecture and exploring advanced techniques to
bolster DDoS mitigation.

6. Conclusion

Based on the research conducted, it can be concluded that the Honeypot integration
approach with Software-Defined Networking (SDN) provides an innovative and adaptive
solution for mitigating Distributed Denial of Service (DDoS) attacks. This research
successfully demonstrates that SDN technology, with its ability to manage network traffic
centrally and flexibly, is very effective in detecting and dealing with cyber threats in real-
time. By integrating a Honeypot into the SDN architecture, the system can divert malicious
traffic to the Honeypot, which serves as a threat data collection tool, without disrupting the
main network traffic.

The findings of this research reveal that the use of Honeypot and SDN for traffic data
analysis significantly improves the accuracy of threat detection. Through simulations
conducted on various DDoS attack scenarios, the proposed system proved to be able to
maintain service performance even under intense attack pressure. This research also
emphasizes the importance of SDN-based approaches to deliver adaptive traffic
management that traditional approaches lack. SDN-based control allows better control of
traffic flow and can mitigate attacks faster than traditional networks using static routing
protocols.

With Honeypot and SDN, we can test the network's resilience to attacks more
comprehensively. For example, in an experiment of a DoS attack on a server, the honeypot
attracts the attention of the attacker while the SDN controller can block suspicious data
flow from the attacker's host. As a recommendation, further implementation of the system
is suggested to be applied to a wider network infrastructure to test its scalability and
compatibility with other technologies. Thus, the proposed Honeypot-SDN framework is
expected to be a strong foundation for the development of more advanced modern network
security solutions in the future.
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