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Abstract

Resilient information technology (IT) infrastructure is required for the digitalization of higher education to support
essential academic and administrative IT services. XYZ University faced significant challenges due to
vulnerabilities in its existing data center, which lacked standardized technical qualifications and was susceptible
to single points of failure. This study formulated a comprehensive technical justification for developing a Tier-3
data center by synthesizing the technical references/standards and adapting risk management best practices
from the Indonesian banking sector. The findings indicated that in achieving concurrent maintainability and
99.982% availability, critical infrastructure requirements must be met in the architectural, electrical, mechanical
(HVAC), and telecommunications domains. N+1 redundancy, 500 kVA backup power, and grounding of less than
1 ohm are all important parts that keep XYZ University's important IT services, such as SIAKAD and LMS, safe.
These justifications served as the foundational reference for the institutional Disaster Recovery Plan (DRP). The
study concluded a Rector's Decree that incorporates technical references/standards into strategic strategy offers
a strong governance framework for the academic community as a whole to ensure long-term digital resilience and
the continuity of IT services.
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1. Introduction

A university in a city/regency of East Kalimantan Province called XYZ University, where
it is also located near to New Indonesian National Capital of Nusantara. For XYZ University,
dependence on information technology (IT) services is no longer a secondary issue but a
fundamental prerequisite for the successful implementation of the higher education's
"Tridharma" activities, such as the activities of implementing education, scientific
studies/research, and community service. To support the continuity of IT services that
support operations or business processes at XYZ University, including academic business
processes which are the "core business processes" of XYZ University, the supports for the
availability of XYZ University’s IT resources is very much needed, especially the capable
XYZ University’s IT infrastructures. Thus, the availability of a data center that meets the
minimum technical requirements of Tier-3 is also very necessary to support XYZ
University's IT services continuity [1], [2], [3], [4].
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The state of IT infrastructure at XYZ University previously revealed a significant gap
between the escalating demand for digital services and the physical capabilities of existing
facilities. The server room managed by XYZ University's IT Academic Support Unit, did not
have the essential technical qualifications of Tier-3, which refers to ANSI/TIA-942 [2] and
SNI 8799 [3], [4], as well as other related technical references/standards. Thus, this existing
condition had IT risks, including the operational and security of XYZ University's IT services
(i.e., IT services related to academic business processes as XYZ University's core business
processes) [1], [5], [6], [7], [8], [9], [10].

The urgent need to prepare technical justifications for the development of IT
infrastructures, including the XYZ University's data center, was based on empirical
evidence of IT service disruptions that had occurred at XYZ University. One such incident
involved the accidental severing of fiber optic (FO) cables between the Rectorate Building
and the Integrated Laboratory Building during a campus construction project. This event,
which stemmed from a violation of standard project management work procedures [11],
resulted in a total loss of internet connectivity in key areas, severely hampering the
productivity of the entire academic community [1], [12]. Additionally, frequent instances of
main power failures on campus further destabilized the continuity of strategic services such
as XYZ University’s Learning Management System (LMS) and Academic Information
Systems (SIAKAD).

In response to these infrastructure conditions, the development of a Tier-3 data center
was proposed as a strategic need for XYZ University. A Tier-3 facility is defined by its
"concurrently maintainable" infrastructure, which allows for any component of the power or
cooling system to be taken offline for maintenance, repair, or replacement without
impacting the operational status of the servers [1], [2], [3], [4], [12]. By establishing technical
justifications aligned with international benchmarks (referring to relevant technical
references/standards), XYZ University aims to eliminate single-point failures and provide
an uptime guarantee of 99.982%, which means no more than 1.6 hours of cumulative
downtime per year [1].

Furthermore, the methodology for this technical justification drew from the technical
references/standards [1], [2], [3], [4], [8], [9], [12], [13], [14], [15], [16], [17], [18], [19], [20],
[21],[22], [23], [24], including the regulatory compliance in the banking sector by Indonesian
Financial Services Authority (OJK) that mandates a level of risk oversight and disaster
recovery capability that is far more stringent than typical academic environments [25], [26],
[27]. By adapting "best practices" from a case study of a Regional Development Bank
(BPD) [1], XYZ University adopted a posture of extreme reliability. This strategic alignment
ensured that the university's data center development was not merely an engineering
project but a component of a larger, institutionalized Disaster Recovery Plan (DRP) [1],
[12]. This DRP was subsequently formalized via a Rector of XYZ University’s Decree,
signaling a top-level commitment to the continuous availability of IT services for the entire
academic community.

2. Related Works

As explained in Table 1, the design and implementation of modern data centers are
governed by the technical references/standards [1], [2], [3], [4], [8], [9], [12], [13], [14], [15],
[16], [17], [18], [19], [20], [21], [22], [23], [24], addressing physical security, electrical
redundancy, and HVAC (heating, ventilation, and air conditioning) management. At the
“forefront” is both ANSI/TIA-942 and SNI 8799 [2], [3], [4]. This study noted that while Tier-
1 and Tier-2 facilities might suffice for small entities [1], [2], [3], [4], they were inherently



unsuitable for XYZ University because they required full system shutdowns for
maintenance. A Tier-3 facility introduced "Concurrent Maintainability," requiring dual-
powered equipment and multiple independent distribution paths [1], [2], [3], [4], [15], [28].

SNI 8799:2023 [3], [4] serves as the benchmark for data center management. A critical
technical requirement identified in this study was the mandate for grounding resistance to
be less than 1 ohm [3]. This necessitated a dedicated building for the data center at XYZ
University, as general-purpose buildings typically only tolerate 5 ohms [3], [24].
Furthermore, thermal management followed ASHRAE 2021 guidelines to prevent hardware
degradation [23].

The technical justification also integrated OJK's regulations about risk management in
banking sector (including IT risk management) [25], [26], [27], which requires institutions to
maintain both a primary data center and a Disaster Recovery Center (DRC) supported by
a tested DRP. This mapping allowed XYZ University to treat academic data with the same
criticality as financial assets, elevating the standard of institutional information governance

(1.

Table 1. References study matrix for compiling technical justification for the development
of XYZ University's Data Center

Main Parts of the Main References Secondary References
Technical Justifications

IT Infrastructures Design 21, 3, 14, 1131, (141, [1], [28], [31], [32], [33]
[15], [16], [19], [20],
[21], [23], [29], [30]

IT Security and Risks  [8], [9], [16], [17], [19], I[5], [6], [25], [26], [27], [34],

Management [20], [21], [22] [35], [36], [37], [38], [39],
[40], [41], [42], [43], [44],
[45]

DRP [12], [17], [18] [1], [46]

3. Proposed Method

The methodology for developing this technical justification followed a systematic
workflow, as shown on Fig. 1., initiated with a comprehensive review of pertinent
literatures/standards to establish a robust foundation for XYZ University's Data Center.
Beyond utilizing SNI 8799 and ANSI/TIA-942 as primary benchmarks, this study
synthesized a diverse range of international standards/references to ensure the technical
rigor of the framework. The analysis focused on meeting the stringent requirements for a
Tier-3 higher education data center, specifically regarding redundancy and concurrent
maintainability, which serve as pivotal elements within XYZ University's DRP Guidelines.

The synthesis of these national and international standards/references ensured that the
resulting technical justifications possesses high validity for implementation as a formalized
standard for XYZ University's IT infrastructure. Following the initial formulation, the draft
underwent a validation phase through the intensive consultation with the Review
Committee for XYZ University's IT Technical Justification and DRP Guidelines. During this
stage, the draft was iteratively evaluated through a rigorous revision mechanism to ensure
the precision of every technical parameter before proceeding to the institutional review
level.

After consensus was reached on the initial draft of the technical justification within the
technical justification committee/team, the draft was then formally discussed with university
leadership to align the technical specifications with the organization's strategic policies



(XYZ University's Strategic Planning). Then, the final phase of the study culminated in the
institutional ratification of the document via an XYZ University Rector's Decree. By virtue
of this decree, the technical justifications were established as an integral component of
XYZ University's DRP Guidelines, thereby mandating its application as a primary reference
for DRP executions across the university environment.
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Fig. 1. Study Workflow for the Technical Justification Formulation

4. Result and Analysis

4.1. Domain-Specific Technical Justifications and Implementation

The core findings demonstrate the realization of a Tier-3 XYZ University’s data center
across four primary domains, ensuring “concurrent maintainability” where any component
is serviced without disrupting XYZ University’s academic operations or business
processes.

1. Architectural and Site Specifications.

The structural isolations and risk mitigations of XYZ University's data center are given
top priority in the architectural justifications. According to the technical justifications, the
facility was designed as a dedicated building to support specialized grounding loads,
which multi-function buildings cannot accommodate, in accordance with SNI 8799 and
ASNI/TIA-942. The data center was classified as a "super critical risk" zone in
accordance with 1ISO 31000:2018 and ISO 27001:2022. The installation of 4K CCTV
systems with a 30-day retention period was therefore justified as a necessary physical
security measure to keep an eye on and document all activity within the server and UPS
rooms, safeguarding vital resources against sabotage or illegal access.

2. Electrical Distribution and Redundancy
The electrical system of XYZ University's data center focuses on “eliminating power
losses” through an N+1 configuration. This study justified the use of a 500 kVA
generator unit that could run continuously for 72 hours as well as two separate power
lines from the utility provider (PLN). By not depending entirely on the main power line,



this backup power guarantees that facilities meet Tier-3 availability. In addition, the use
of Uninterruptible Power Supply Systems (UPS) in data centers is part of a "delay
mechanism" when electrical downtime occurs which has the potential to damage
electronic/IT devices (i.e., servers, routers, firewalls, and switches) in the data center.
The data center's grounding system was also designed to stay < 1 ohm to protect
against surges.

3. Mechanical and HVAC Systems

To control the thermal stress of high-density hardware, mechanical analysis in this
technical justification concentrated on precise cooling system in data center. This
technical justification set a required temperature range of 18°C to 27°C and a relative
humidity of 40% to 60% in accordance with ASHRAE Guidelines. These settings are
necessary to avoid overheating, condensation, and hardware corrosion. Consistent
environmental conditions are maintained even during individual unit maintenance
thanks to the use of N+1 redundant Precision Air Conditioning (PAC) units.

4. Telecommunication and Connectivity
In this technical justification, telecommunications analysis ensured "the connection
availability" through physical path redundancy. By utilizing two diverse entry points for
carrier networks and automatic failover mechanisms between two or "multiple" different
internet service providers (ISPs), XYZ University may mitigate the risk of a single point
of failure. This setup guarantees the 99.982% uptime required for continuous access to
the critical academic services.

As IT Asset Management and Lifecycle Thresholds, The formulation of this technical
justification incorporates the End of Support Life (EoSL) metrics as a systematic framework
to guide future operational audits of electronic and IT devices within the data center,
forming a key component of XYZ University’s IT Asset Management strategy; within this
framework, asset conditions are classified into three lifecycle-based operational states,
namely: (1) a normal operational state for devices with an age of up to 5 years, indicating
optimal functionality and reliability; (2) a wary operational state for devices aged more than
5 years up to 10 years, where increased monitoring and preventive actions are required
due to potential performance degradation; and (3) an unfit operational state for devices
exceeding 10 years of age, which are associated with a high risk of failure and therefore
necessitate mandatory replacement to ensure service continuity and system resilience.

The robustness of the technical justification was verified through a structured validation
phase. To complete the technical justification draft, a Focus Group Discussion (FGD) with
the IT Academic Support Unit was conducted on May 13, 2025. On June 12", 2025, a
disaster scenario simulation was conducted after the draft was prepared to test the
recovery time due to server disruptions, in addition to recording real incidents/disasters that
had occurred within the last 1 year (including around of the time of the disaster scenario
simulation or on June 12, 2025). The results confirmed that the infrastructure designed
according to this justification could meet the Recovery Time Objective (RTO) and Recovery
Point Objective (RPO) targets presented in Table 2.

Table 2. Recovery Performance Targets for XYZ University’s IT Services

IT Service Category Recovery Time Recovery Point
Objective (RTO) Objective (RPO)
SIAKAD (Academic Information Systems) < 2 hours < 15 minutes
LMS (Learning Management System) <2 hours < 15 minutes
Research and Final Project Repositories <4 hours <1 hour

General Administrative Services < 6 hours < 3 hours




5. Conclusion

Developing the Tier-3 XYZ University's data center is a strategic institutional requirement
that tackles the substantial dependence of modern higher education on strong IT
infrastructure. The comprehensive technical explanation of this research effectively
addressed the systemic flaws and "single points of failure" in the institution's historical
infrastructure. The results confirm that 99.982% uptime requires a methodical integration
of international engineering references/standards (i.e., ANSI/TIA-942 and ASHRAE
Guidelines) and national standard (SNI 8799) into institutional governance. This study
established essential requirements for sub-1-ohm grounding systems, 500 kVA backup
power, and N+1 redundancy, paving the way for eliminating the disturbances that have
hampered fundamental academic goals.

The formalization of these technical justifications through the Rector’'s Decree provides
the necessary governance framework for long-term success, signaling a strategic shift from
reactive maintenance to proactive digital resilience. This policy integration ensures that
XYZ University's digital heartbeat is protected by a synergy of technical engineering and
administrative authority, establishing this study as the mandatory reference for ongoing
disaster recovery and institutional continuity. Ultimately, the proposed architecture
safeguards the productivity of the entire academic community and serves as a vital role
model for partner universities in Indonesia, illustrating how high-availability infrastructure
can be adapted to elevate the standards of higher education digital governance.

The physical implementation phase, which aims to realize a complete Tier-3 facility
inside the university setting, is put in motion by the successful creation of this technical
rationale. By 2034, the transition to a green data center will be given the greatest attention,
with an emphasis on lowering Power Usage Effectiveness (PUE) via energy-efficient IT
loads and sustainable cooling technologies. The research team also wants to further
institutionalize information security and business continuity management systems by
pursuing complete ISO 27001 and ISO 22301 certifications. To guarantee that XYZ
University's digital infrastructure is robust against the changing landscape of global
technology hazards, ongoing monitoring and recurring IT infrastructure audits based on the
defined End of Support Life (EoSL) metrics will be carried out.
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