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Abstract

Ubuntu Server security depends on timely interpretation of authentication, firewall, and system logs, particularly
in the Generative Al era, where security operations increasingly need contextual analysis, triage support, and
controlled response recommendations. The problem addressed in this study is that manual log analysis and
pattern-based tools can identify explicit indicators, but they provide limited incident reasoning, severity
assessment, and playbook-validatable mitigation recommendation. This study proposes and evaluates a Hermes-
based agentic security response system as an analysis and response-recommendation support layer, not as a
replacement for SIEM, IDS, Fail2Ban, or rule-based detection. The proposed method consists of log collection,
preprocessing into structured event groups, Hermes-based classification and contextual reasoning, threat-
decision mapping, and playbook-based mitigation validation. The evaluation used a controlled proof-of-concept
dataset generated from local simulations, consisting of 404 log records and eight scenario groups. Under this
controlled setting, both the rule-based baseline and Hermes achieved accuracy, precision, recall, and F1-score
of 1.00, while Hermes also achieved attack type accuracy, severity accuracy, mitigation action accuracy, and
reasoning validity rate of 1.00. These findings show that the workflow behaved consistently when it was applied
to explicit, well-bounded simulated scenarios. The value of the study therefore lies not in claiming better detection
accuracy, but in showing how automated severity triage, attack-type interpretation, contextual reasoning,
auditability, and safe limited response recommendation can complement deterministic rule-based approaches.
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1. Introduction

Ubuntu Server is often chosen to host web services, databases, internal tools, teaching
labs, and other organizational systems. Many small and medium-sized cloud services also
rely on it. Since Ubuntu Server usually acts as a main point for network services, it faces
risks like SSH brute-force attacks, unauthorized logins, port scans, suspicious root access,
and privilege escalation attempts [1], [2]. This makes it important to pay attention to logs
such as auth.log, syslog, ufw.log, and journalctl. These logs provide technical evidence by
recording authentication events, firewall activity, system processes, and user actions.

Reading these logs manually becomes difficult when the volume is high, service formats
vary, and administrators must respond quickly. Fail2Ban and deterministic rules can flag
or block events that match known patterns, yet their behaviour depends on predefined
filters and usually stops at detection rather than producing incident-oriented reasoning [3]—
[5]. In the current Generative Al context, this situation presents a practical opportunity to
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extend log handling beyond pattern matching toward structured interpretation, severity
triage, and response recommendations, while still enforcing safety boundaries and keeping
the output auditable [6]-[18]. Hermes was chosen for this study since the problem goes
beyond just deciding if something is normal or an anomaly. It also involves understanding
groups of events, explaining what kind of attack is happening, deciding how serious it is,
and suggesting only a few actions from a set playbook. Using Al Agent technology can help
administrators with these tasks by reading event groups, judging the severity of threats,
figuring out attack types, and recommending a limited set of responses. In this research,
Hermes is meant to support analysis and response recommendations, not to replace tools
like SIEM, IDS, Fail2Ban, or rule-based detection.

The research problem is how to design a Hermes-based system that can support Ubuntu
Server log analysis, interpret security anomalies, perform severity triage, and provide safe
limited mitigation recommendations. The objectives are to design the system architecture,
build a structured log dataset, evaluate Hermes against a rule-based baseline and Fail2Ban,
and assess the safety of recommended actions using a mitigation validator [10]-[24]. The
main contributions are a lightweight agentic security response architecture that positions
Hermes as an analysis and response-recommendation support layer; integration of
classification, attack_type, severity, reason, and recommended_action outputs; a
playbook-based mitigation validator; and an auditability-oriented evaluation using
reasoning validity, severity accuracy, mitigation action accuracy, unsafe action rate, and
rejected action rate.

This article does not frame its contribution as a claim that Hermes improves detection
accuracy by itself, because the explicit anomaly patterns in the controlled dataset are also
captured by the rule-based baseline [11], [12], [21], [25]-[27]. The stronger contribution is
the placement of Hermes after log structuring as a triage-oriented layer that reads evidence,
assigns severity, interprets attack_type, and produces recommendations that can be
checked against a playbook. Hermes is used here to help with automated severity triage,
contextual reasoning, attack-type interpretation, and making mitigation recommendations
that follow playbooks. It also supports auditability and gives safe, limited-response
suggestions, working together with deterministic rules [6]—[10], [13], [15]-[24]..

This article makes five primary contributions within a controlled Generative Al-assisted
cybersecurity framework. First, it applies Hermes as a constrained analysis and response-
recommendation layer for Ubuntu Server log events rather than granting autonomous
execution capabilities. Second, it integrates event classification, attack interpretation,
severity assessment, reasoning, mitigation recommendations, and human-review
requirements into a unified and auditable decision output. Third, it combines agentic
reasoning with a playbook-based mitigation validator that permits only predefined safe
response categories while rejecting unsafe or destructive actions. Fourth, it evaluates the
framework beyond detection accuracy by measuring reasoning validity, severity
classification accuracy, mitigation recommendation accuracy, unsafe action rate, and
rejected action rate. Finally, it validates the proposed approach through a controlled proof-
of-concept against a deterministic rule-based baseline and Fail2Ban, demonstrating that
Hermes complements existing security tools by enhancing analysis and decision support
rather than replacing established defensive mechanisms.



2. Related Works

Log-based anomaly detection is still a major focus in research since logs record what
actually happens during system operation and can help identify failures or signs of attacks
[31-[5], [11], [21]. However, there are still a lot of challenges in this area. Some of the main
issues are the huge amount of data, the fact that logs come in many different formats, and
the need to rely on parsers. Other problems include how to represent features, imbalanced
datasets, and the difficulty of getting good results across different environments. Many
approaches that use parsers argue that it is important to first turn raw logs into structured
data, like timestamps, source IPs, usernames, services, event types, or event windows,
before trying to detect anomalies or make sense of the data [5].

Traditional machine learning methods like Support Vector Machine (SVM), Naive Bayes,
and decision trees are still common in intrusion and anomaly detection. They are popular
because they use clear steps for classification and can show measurable results when the
features are structured [11], [12], [25]-[27]. SVM works well if you can turn normal and
abnormal behaviour into labelled feature vectors that can be separated by a boundary. On
the other hand, Naive Bayes is a simpler probabilistic method. It estimates how likely a
class is based on the features and is often effective with text-based or categorical security
data. Even though these methods are still useful, they usually need well-labelled data,
separate sets for training and testing, careful feature selection, and large benchmark
datasets. In this study, the Hermes workflow is used differently. It comes into play after the
logs have been structured, acting as a focused layer for reasoning, triage, and suggesting
mitigation steps. This means it adds to what SVM or Bayesian classifiers do, instead of
repeating their functions.

Rule-based approaches such as Fail2Ban remain relevant because they are simple,
deterministic, and auditable. However, they are limited to explicit patterns and provide
limited contextual reasoning across events. In contrast, LLMs and Al Agents are
increasingly explored in cybersecurity for log summarization, alert triage, threat intelligence,
incident response, and security automation [6]-[10], [13], [15]-[18], [19], [20], [23]. These
opportunities must be balanced with risks such as prompt injection, unsafe command
execution, and over-permissioned agents, which justify the use of allowed actions,
forbidden actions, mitigation playbooks, and audit logging [17], [18], [19], [20], [22], [24].

The research gap addressed here is the limited evaluation of Hermes as an Al Agent for
Ubuntu Server log analysis and limited mitigation recommendation. This study does not
introduce a new SVM, Naive Bayes, deep learning, or ensemble classifier. Instead, Hermes
is treated as a reasoning and triage module that works on structured log data and is
constrained by a mitigation validator with whitelist, blacklist, human review, and audit
logging mechanisms. This position is important since the study is not just about improving
binary detection accuracy. Instead, it looks at whether an agentic layer can actually use
clear log evidence to assess how severe an incident is, figure out the type of attack, and
suggest safe ways to respond.

3. Proposed Method

The proposed method follows a design-and-evaluation experimental approach. The
system includes the Ubuntu Server Environment, Log Collector, Log Preprocessing Module,
Hermes Agent Analysis Module, Threat Decision Module, Mitigation Validator and
Playbook Module, Limited Mitigation Execution, and Audit and Reporting Module. Hermes
receives a scenario-level event summary and returns classification, attack_type, severity,
reason, recommended_action, and requires_human_review.
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o Hermes only recommends actions; execution is limited by the security validator and playbook.

Fig. 1. Architecture of the Hermes-based agentic security response system

Preprocessing converts raw logs into a structured dataset. The main fields are timestamp,
source_ip, destination_ip, username, service, event_type, raw_log, failed_attempts,
time_window, ground_truth_label, attack_type, severity, and mitigation_expected. Ground
truth is taken from the controlled scenario executed by the researcher, not from Hermes or
from the baselines. In this way, ground truth serves as the evaluation key for comparing
predictions across methods.

The mitigation playbook limits Hermes to the actions no_action, add_watchlist, block_ip,
create_alert, create incident_report, and human_review. Actions such as delete user,
stop_ssh, reboot_server, flush_iptables, and modify_system_permission are treated as
unsafe and are not permitted. In this experiment, mitigation validation was carried out at
the action-category level and did not involve direct shell execution on the target server.

3.1 Prompt Engineering & LLM Configuration

Hermes was tested as an agentic log-analysis module on a separate analysis machine,
not directly on the Ubuntu Server target. The input was prepared as a scenario-level event-
group summary rather than full raw logs, so the model could focus on the relevant security
evidence. Ground-truth labels were intentionally omitted from the prompt to avoid
evaluation leakage.

The prompt was designed to keep Hermes within an analysis and response-
recommendation role, rather than allowing it to behave as an unrestricted system-
command executor. It contained four parts: a system role, task instruction, decision policy,
and output schema. The system role described Hermes as a cybersecurity log analysis
agent; the task instruction asked it to classify events as Normal, Suspicious, or Anomaly,
identify attack type, assign severity, and choose exactly one action from the allowed list;
the decision policy described signals such as brute-force behavior, invalid-user evidence,
root-login attempts, port-scan evidence, and sudo authentication failures; and the output
schema required JSON so that the mitigation validator could process the result. The input
unit was a scenario-level event-group summary with relevant sample raw logs. Ground-
truth labels, original severity, and expected mitigation were excluded from the prompt to
prevent leakage. In this experiment, Hermes Agent v0.14.0 (2026.5.16) was used with



GPT-5.5 (gpt-5.5) through the remote openai-codex provider. Because inference was
performed through a remote LLM provider, temperature, maximum tokens, quantization,
and serving details were not fully controlled by the researchers and are reported as
configuration limitations. This experiment does not claim local inference; Hermes was
operated as an analysis and response-recommendation support layer on a separate
analysis machine from the Ubuntu Server target.

Table 1. Prompt and LLM configuration used in Hermes evaluation
Parameter Configuration

Offline scenario-level event-group analysis as a
controlled proof of concept.

Scenario-level event-group summary with relevant

Evaluation mode

Input unit sample raw logs; ground truth was not provided in the
prompt.
Prompt structure System role, task instruction, decision policy, and output
schema.

JSON-only: classification, attack type, severity, reason,
recommended_action, requires_human_review.
no_action, add_watchlist, block_ip, create_alert,

create_incident_report, human_review.

Direct shell-command generation and destructive actions

Forbidden actions such as delete_user, stop_ssh, reboot_server,
flush_iptables, and modify_system_permission.

Hermes Agent v0.14.0 (2026.5.16) using GPT-5.5 (gpt-
5.5) through the remote openai-codex provider.

Hermes was executed through CLI/Gateway on a Linux

analysis VM/machine separate from the Ubuntu Server

target; no direct shell execution on the target server was
performed in this evaluation.

Temperature and maximum tokens were not explicitly
configured and therefore followed provider/model
defaults; context window followed Hermes fallback

metadata of approximately 272,000 tokens.

Quantization and serving Quantization and serving details were not controlled or

exposed because inference used a remote LLM
provider; this experiment does not claim local inference
through Ollama, LM Studio, vLLM, or llama.cpp.

Output schema

Allowed actions

Model and provider

Deployment mode

Parameter control

3.2 Mathematical Formulation of the Proposed System

To clarify the proposed mechanism, the Hermes-based response workflow is written as
a constrained inference and validation process. The notation below keeps the agentic
component inside a bounded decision space, so the model is not treated as an
unconstrained command generator.

Let E denote the set of collected log events. The event collection is defined in (M1).

E = [el,ez,...,en} (1)

where:
e E denotes the set of log events,
e ¢; represents the i-th log event, and
e nis the total number of events collected from the Ubuntu server logs.



Each event is represented by a structured vector containing the timestamp, source IP,
destination IP, username, service, event type, and original log message, as shown in (2).

Xi = [ti,SrCl',dsti,ui,SVCi,thi,raWi],i =1,2,..,n (2)

where:

x; denotes the feature vector of the i-th log event,
t; is the event timestamp,

src; is the source IP address,

dst; is the destination IP address,

u; is the associated user account,

svc; is the service or process generating the event,
evt; is the parsed event type, and

raw; is the original raw log message.

For each simulated scenario s, the preprocessing module groups the relevant events
according to the execution window and scenario context. The resulting scenario-level event
group is expressed in (3).

Gs = {ei S ElTs,start < ti < Ts,end} (3)

where:

G, denotes the set of log events belonging to session or time window s,
E is the complete set of collected log events,

e; is the i-th log event,

t; is the timestamp of event ¢;,

Ts.stare 1S the start time of session (or window) s, and

Ts.ena 1S the end time of session (or window) s.

The Hermes analysis module is formalized as an inference function H that receives the
event group G, and the prompt policy P. Its output is a structured tuple that contains the
predicted class, interpreted attack type, severity, reasoning, recommended action, and
human-review flag, as described in (4).

65 - H(an) - (és:a’s‘:ﬁsw?’;srﬁtsrﬁs) (4)

where:

0, is the output generated for session s,

?15() denotes the Hermes reasoning function,

(G, is the set of log events within session s,

P represents the predefined security playbook and operational policies,
C, is the predicted attack category,

a, is the attack interpretation,

¥, is the predicted severity level,

7, is the reasoning generated by the model,

M is the recommended mitigation action, and

ﬁs indicates whether human review is required.



The mitigation validator V then checks the recommended action against the allowed
action set A and the forbidden action set F. The validation rule is given in (5).

accepted, ifng e A ANy, ¢ F,
V(mg, A, F) = { rejected, ifm, € F, (5)

human_review, otherwise.

where:

« V() denotes the mitigation validation function,

« 7N, is the mitigation action recommended by Hermes for session s,

o Ais the set of permitted (approved) mitigation actions,

« [Fis the set of forbidden or unsafe actions,

« accepted indicates that the recommendation complies with the security playbook,

» rejected indicates that the recommendation violates security policies, and

« human_review indicates that the recommendation requires manual verification
before execution.

For methodological comparison, conventional SVM and Naive Bayes can be written as
classifier functions over a feature vector x. A simplified SVM decision function is presented
in (6).

fsvm(x) = sign(WTqﬁ(x) + b) (6)

Meanwhile, the Naive Bayes classifier estimates the most likely class by maximizing the
posterior probability, as shown in (7).

¢ = argmax P(c) HP(CEj | ¢) (7)

celC =1

These conventional classifiers are valuable for anomaly detection on structured and
sufficiently representative labeled datasets. However, the objective of this study is different:
the Hermes workflow evaluates scenario-level triage, reasoning, and playbook-validatable
recommendation rather than optimizing a newly trained statistical classifier on a large
benchmark dataset.

4. Experimental Setup

The experiment was carried out in a controlled local virtual laboratory. Ubuntu Server
served as the log-generating target, while a client machine produced normal and
anomalous activities. Data were collected on June 8, 2026 from journalctl, auth.log, and
ufw.log according to each executed scenario. Dataset generation was separated from the
Fail2Ban baseline test: Fail2Ban was disabled during brute-force data collection so that
enough failed-authentication events could be recorded, and then enabled again for the
baseline measurement.

The eight scenario groups were selected as a proof of concept to represent common
operational Ubuntu/SSH log categories observed in small to medium server environments:
normal activity, light authentication failure, SSH brute force, invalid user login, root login
attempt, port scanning, and sudo attempts by an unauthorized user. SO3B was separated



as a dedicated path for the Fail2Ban baseline. Therefore, this evaluation is not intended as
a large-scale statistical test of an LLM, but as an initial validation that the Hermes pipeline
can handle distinct security-log categories in a structured manner.

The record distribution across scenarios was not manually balanced. S01 and S07
produced more entries because normal login activity and sudo authentication failure
generated verbose PAM, session, and sudo-auth event sequences. S05 root login attempt,
on the other hand, produced fewer lines because the scenario itself was short. The
imbalance was retained to reflect the different verbosity levels that appeared across event
types in the local simulation.

Ubuntu Server Simulation Raw Log Structured Three-Path Metric
Target Scenarios Collection Dataset Evaluation Analysis
_)
* SSH * Normal login Save logs per * 404 records « Rule-Based « Accuracy
o UFW « Failed login scenario based on « 174 Normal, 230 « Fail2Ban « Precision
« Fail2Ban * Brute force execution time Anomalies  Hermes Agent * Recall
« journalctl/auth.log * Invalid user o F1
* Root « FPR
* Port scan * MSR
« Sudo failure « Safety
Note: Hermes is evaluated at the per-scenario event group level; mitigation recommendations
are validated at the category level without direct shell execution.
Fig. 2. Experimental workflow and log evaluation process
Table 2. Dataset summary by scenario
. Scenario
Scenario Records Label Attack Type
Name
Normal SSH
S01 . 167 Normal none
Login
Light Failed
S02 gnt I 7 Normal none
Login
SSH Brute
S03 21 Anomaly ssh_brute_force
Force - -
Fail2Ban
S03B . 14 Anomaly ssh_brute_force
Baseline - -
Invalid User . . .
S04 : 12 Anomaly invalid_user_login
Login - -
Root Login .
S05 9 5 Anomaly root_login_attempt
Attempt — -
S06 Port Scanning 10 Anomaly port_scan
Sudo Failure /
S07 Privilege 168 Anomaly  privilege_escalation_attempt

Attempt




Dataset Record Distribution by Scenario
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Fig. 3. Distribution of dataset records by scenario
Table 3. Evaluation paths and detector scope
Path Method Input Output Scope
Rule-based
Rule- detection on
A Based dataset log_hermes.csv rule_based_prediction.csv
: structured
Script
dataset
Practical
B Fail2Ban  Raw SSH/auth log fail2ban_result.csv baseline for

SSH brute force

. Agentic analysis
c Hermes  Scenario-level event g y

Agent summa hermes_prediction.csv and mitigation
? Y recommendation
Mitigation Hermes Playbook

mitigation_validation_result.csv validation and

Validator recommendation .
action safety

4.1 Data Analysis

Data analysis compared each method output with the ground truth. For the binary setting,
Normal was used as the negative class and Anomaly as the positive class. The evaluation
metrics were accuracy, precision, recall, F1-score, false positive rate, attack type accuracy,
severity accuracy, mitigation action accuracy, unsafe action rate, and rejected action rate.

Accuracy = (TP 4+ TN) / (TP + TN + FP + FN) (8)
Precision = TP / (TP + FP) (9)

Recall = TP / (TP + FN) (10)

F1 =2 X (Precision x Recall) / (Precision + Recall) (11)

Because Hermes is evaluated mainly for triage, reasoning, and mitigation
recommendation, the analysis was not limited to binary classification metrics. The
reasoning outputs were checked with a qualitative rubric consisting of four criteria: (8)
evidence alignment, meaning that the rationale must refer to signals present in the input,
such as failed password, invalid user, root login attempt, port scan, or sudo failure; (9)



triage consistency, meaning that severity must follow the playbook and the scenario
characteristics; (10) action compliance, meaning that the recommended action must come
from the allowed action set; and (11) hallucination check, meaning that the rationale must
not introduce IP addresses, usernames, services, commands, or incident facts that were
not included in the input. A reasoning output was counted as valid only if all criteria were
met.

The researcher acted as the domain evaluator for reasoning validity and applied the same
rubric to all scenario groups. Each Hermes output was checked against the scenario
ground truth, log evidence excerpts, severity rules, and mitigation playbook. An output was
accepted when the reasoning matched the log evidence, the severity was consistent with
the attack type, the recommendation belonged to the allowed playbook, and no risky action
or command hallucination appeared. For this reason, reasoning validity is treated as a
controlled rubric-based assessment, not as an absolute claim of objectivity in production
environments.

Reasoning Validity Rate = Valid reasoning outputs / Total scenario-group (12)
outputs

Severity Accuracy = Correct severity assignments / Total scenario-group (13)
outputs

Mitigation Action Accuracy = Correct mitigation recommendations / (14)

Total scenario-group outputs

This rubric validates reasoning against the playbook and log evidence rather than against
the length or style of the generated explanation. Therefore, a long rationale that is
unsupported by evidence or introduces non-existent facts is counted as invalid.

5. Result and Analysis

The dataset reported in this section follows the event representation described in (M1)
and (M2), where raw Ubuntu Server logs are treated as structured event records. For
Hermes evaluation, these records were grouped into scenario-level event sets according
to (M3), which explains why Hermes was assessed at the event-group level while
aggregate detection metrics were later propagated to record level. The final dataset
contained 404 records, consisting of 174 Normal records and 230 Anomaly records
distributed across eight scenario groups. The rule-based baseline produced TP=230,
TN=174, FP=0, and FN=0. Based on Equations (8) to (11), the rule-based baseline
achieved accuracy, precision, recall, and F1-score of 1.00 on the controlled proof-of-
concept dataset. This result is reasonable because the simulated anomalies used explicit
indicators such as repeated failed authentication, invalid user attempts, root login attempts,
port-scan evidence, and sudo-authentication failures. In other words, the rule-based
baseline was able to classify all records correctly because the controlled dataset contained
clear attack signatures that could be mapped to deterministic rules. Therefore, the result
demonstrates that deterministic rules can fully capture clean explicit patterns in this dataset,
but it should not be interpreted as evidence of robustness against noisy, imbalanced, and
dynamic production logs.

Hermes Agent was assessed at the event-group level for each scenario, and the resulting
scenario-level predictions were propagated to record level for aggregate metric calculation.
Hermes produced TP=230, TN=174, FP=0, and FN=0. Based on Equations (8) to (11),
accuracy, precision, recall, and F1-score were therefore 1.00 on this controlled dataset.



Attack type accuracy, severity accuracy, mitigation action accuracy, and reasoning validity
rate were also 1.00 according to Equations (12) to (14) and the reasoning rubric. The
comparison shows that Hermes matched the rule-based baseline on explicit simulated
patterns, not that it outperformed the baseline as a detector. What matters more is that
Hermes produced structured outputs that binary accuracy cannot show, namely reason,
severity, recommended_action, and requires_human_review. These outputs are used to
support incident explanation and playbook validation, which are central to the proposed
agentic response-support workflow.

Using the reasoning rubric, all eight scenario-group outputs met the criteria for evidence
alignment, triage consistency, action compliance, and hallucination checking. The
Reasoning Validity Rate in Equation (12) was therefore 1.00 in this evaluation. This value
indicates that Hermes generated rationales that were consistent with the log evidence in
the explicit scenarios tested, but it should not be read as a guarantee of hallucination-free
behavior on real-world logs that are more diverse, incomplete, adversarial, or outside the
predefined playbook.

To clarify the form of Hermes output, Table 4 presents representative outputs for several
scenario groups. The examples show that the contribution of Hermes is not limited to
classification labels, but also includes attack-type interpretation, severity assignment,
evidence-based reasoning, and playbook-validatable action recommendation. This table
was added to make the agentic output observable for readers and to show how Hermes
transforms log evidence into a structured response-recommendation format. The Hermes
output in the results follows the structured inference tuple defined in (M4). Thus, each
scenario-level output is not limited to a predicted class, but also includes attack_type,
severity,  reason, recommended_action, and requires_human_review. The
recommended_action field is then checked using the mitigation validator in (M5), so that
only playbook-compliant actions are accepted.

Table 4. Example of Hermes output at the event-group level

reasonin
Scenari classificatio . recommended_ g
attack_type severity -
o n action summar
y
S01
Normal Normal none Low no_action Normal
SSH - login.
Login
o SSH
Brute Anomaly ssh_brute_force High block _ip brute
force.
Force
S07 . : N
privilege_escalation_atte . create_incident_re  Sudo
Sudo Anomaly Medium .
mpt port failure.

Failure




Metric Comparison between Rule-Based and Hermes on the Controlled Dataset
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Fig. 4. Metric comparison between Rule-Based and Hermes on the controlled dataset

Table 5. Detection performance comparison

Method Accuracy Precision Recall F1-score FPR

Rule-Based 1.00 1.00 1,00 1.00 0.00
Script

Hermes Agent 1.00 1.00 1.00 1.00 0.00

Binary Detection Confusion Matrix
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Fig. 5. Confusion matrix of Hermes evaluation
Table 5 and Fig. 4 show that the Rule-Based Script and Hermes Agent reached the same

binary classification performance on the controlled dataset. Accuracy, precision, recall, and
F1-score were 1.00 for both methods, and the false positive rate was 0.00, which means



that no Normal record was incorrectly classified as Anomaly. This comparison is useful
because it prevents an overclaim: Hermes is not presented as a more accurate detector
than the deterministic rule-based baseline under clean simulated conditions. Rather, the
result shows that the Hermes pipeline maintained classification consistency while adding
interpretable outputs for severity triage, attack-type interpretation, reasoning, and safe
mitigation recommendation. Thus, this section should be read as an evaluation of both
detection consistency and response-support quality, not as a pure accuracy contest.

Although SVM and Naive Bayes are discussed in the related works and mathematical
formulation as common supervised anomaly detection approaches, they were not
implemented as experimental baselines in this study. This decision is consistent with the
scope of the controlled proof-of-concept evaluation, where the dataset consists of 404
records derived from eight scenario groups and the main objective is to evaluate the
feasibility of Hermes as a triage and response-recommendation support layer. SVM and
Naive Bayes generally require a larger and more representative labeled feature matrix,
training and testing partitions, and broader feature engineering to produce a meaningful
supervised-learning comparison. Therefore, the experimental comparison in this study is
limited to the rule-based baseline, Fail2Ban, and Hermes, while SVM and Naive Bayes are
positioned as conventional machine-learning references and future comparative baselines
for larger-scale evaluations. In relation to the mathematical formulation, SVM and Naive
Bayes are represented conceptually in (M6) and (M7). However, they are not executed as
experimental baselines in this study because the present evaluation focuses on the
constrained Hermes inference-and-validation workflow in (M4) and (M5), not on training a
supervised classifier over a large labeled feature matrix.

Fail2Ban was evaluated as a practical baseline for the SSH brute-force scenario S03B.
Fail2Ban reached detected=yes and banned=yes with a response time of 14 seconds. The
measurement was performed proactively through the auth.log trace to track the precise
second at which authentication-failure evidence exceeded the maxretry threshold within
the findtime window and the ban condition was confirmed. This approach was used as an
operational response-time proxy to reduce bias caused by potential write delay in a
separate Fail2Ban log. The Fail2Ban result confirms that established rule-based mitigation
remains effective for its intended scope, especially SSH brute-force blocking, whereas
Hermes is evaluated as a complementary analysis layer that explains event context and
recommends safe limited actions.

5.1 Execution-Time Comparison and Output Quality

In addition to detection performance, this study reports execution-time analysis to
distinguish deterministic rule execution from agentic reasoning. The rule-based baseline
was executed locally on 404 records and required an average of approximately 0.0078
seconds for the core rule inference process. Fail2Ban reached the banned condition in
S03B with an estimated response time of 14 seconds based on the authentication log
pattern. Hermes was re-measured on 8 scenario groups through the Hermes CLI runtime
with the remote openai-codex provider using the gpt-5.5 model. Latency was calculated as
wall-clock time from request to final response, resulting in a mean of 11.61 seconds, a
median of 10.82 seconds, a minimum of 9.17 seconds, and a maximum of 17.48 seconds
per event group. This value includes Hermes routing, provider/network communication,
model inference, and Hermes CLI invocation overhead. Therefore, Hermes is not
positioned as a faster or more accurate real-time detector than the rule-based baseline, but
as an analysis-support layer that trades longer computation time for additional outputs,
including decision rationale, severity triage, attack_type interpretation, and playbook-based
action recommendation.



Table 6. Execution-time comparison and output characteristics

Output
characteristics

Rule-derived label,
attack_type, severity,

Method Evaluation unit Time Measurement status

=~ 0.0078 Measured from local rule

Rule-Based 404 records )
seconds execution

action
Auth-log-derived
Fail2Ban S03B SSH 14 seconds operat.lonal response Detected and banned
brute force proxy; ban condition

confirmed in SO3B
Mean 11.61 Measured as wall-clock
seconds; request-to-final-response
median  through Hermes CLI with
10.82  the remote openai-codex Label, attack_type,
seconds;  provider, n=8; includes severity, reasoning,
min—max Hermes routing, recommended_action
9.17-17.48 network/provider, model
seconds per  inference, and CLI
event group overhead

Hermes 8 scenario
Agent groups

Table 7. Fail2Ban baseline result

Response
Time

Scenario Source IP Detected Banned Notes

Response time derived
proactively from
14.0 auth.log trace at the
seconds maxretry threshold and
ban-confirmation
condition.

S03B 10.1.1.9 Yes Yes

Mitigation validation showed that every Hermes recommendation was within the set of
actions allowed by the playbook. No unsafe action was identified, and no recommendation
was rejected by the validator. This result, however, reflects action-category validation
rather than direct shell execution on the target server. The finding is important because the
design keeps Hermes inside a bounded response space and prevents destructive actions
such as deleting users, stopping SSH services, rebooting the server, flushing firewall rules,
or modifying system permission.

Table 8. Hermes mitigation recommendation validation
Recommended Action Validator  Unsafe

Scenario Attack Type (attack_type)

(recommended_action) Status Action

S01 none no_action accepted False
S02 none no_action accepted False
S03 ssh_brute_force block_ip accepted False
S03B ssh_brute_force block_ip accepted False
S04 invalid_user_login add_watchlist accepted False
S05 root_login_attempt create_alert accepted False

S06 port_scan block_ip accepted False




S07 privilege_escalation_attempt create_incident_report accepted False

Distribution of Hermes Mitigation Recommendations
3.5

3

3.0 A
2.5 1
2.0
1.5 4
1.0 A

Number of Scenarios

0.5 A1

Recommended Action

Fig. 6. Distribution of Hermes mitigation recommendations

Taken together, the results show that rule-based detection remains effective for explicit
attack patterns in a controlled dataset. Hermes therefore should not be read as a more
accurate detector or as a replacement for rule-based detection. Its added value appears
after initial classification, where it provides automated severity triage, contextual reasoning,
attack-type interpretation, playbook-compliant mitigation recommendation, and auditability.
Through classification, attack type, severity, reason, recommended_action, and
requires_human_review, Hermes turns event classification into a more informative,
structured, and auditable decision-support workflow. The tables and figures in this section
support two findings: first, both methods classified the controlled records consistently;
second, Hermes added response-oriented information that can help administrators
understand why an event is suspicious and which limited mitigation category is appropriate.
This discussion also explains why the study does not directly compare Hermes with SVM
or Naive Bayes as frained classifiers: the goal is to evaluate a constrained agentic
response-recommendation layer, while SVM and Bayesian approaches are conventional
detection models that require larger labeled feature matrices and separate training
procedures. All interpretations remain limited to an initial controlled evaluation and should
not be treated as claims of production performance.

6. Conclusion

This study designed and evaluated a Hermes-based agentic security response system
to support Ubuntu Server log analysis, severity triage, attack-type interpretation, contextual
reasoning, and limited playbook-based mitigation recommendation. The study was
motivated by the problem that manual log inspection is time-consuming and that pattern-
based tools, although effective for explicit signatures, do not provide rich incident reasoning
or structured mitigation recommendations. The proposed method combines log collection,
preprocessing into structured event groups, Hermes-based inference, threat-decision
mapping, playbook validation, and audit-oriented reporting. The most valuable finding is
that Hermes can be positioned as a structured analysis and response-recommendation



support layer rather than as an autonomous security executor.

On the controlled proof-of-concept dataset of 404 records and eight scenario groups,
both the rule-based baseline and Hermes achieved accuracy, precision, recall, and F1-
score of 1.00. Hermes also achieved attack type accuracy, severity accuracy, mitigation
action accuracy, and reasoning validity rate of 1.00. These results show that the workflow
operated consistently in the local simulation and that Hermes outputs were aligned with the
ground truth and mitigation playbook. Because the rule-based baseline also reached
perfect performance, the contribution of Hermes should not be interpreted as superior
accuracy. Instead, the study validates Hermes as an analysis and response-
recommendation support layer that adds severity triage, contextual reasoning, attack-type
interpretation, playbook-compliant mitigation recommendation, and auditability on top of
deterministic detection. The mathematical formulation also shows that the system operates
as a constrained inference-and-validation pipeline: event groups are transformed into
structured outputs, and recommended actions are accepted only when they belong to the
allowed playbook and do not violate forbidden-action constraints.

These findings are still limited to local simulation and eight scenario groups. They do not
demonstrate generalization to production environments with noisy, imbalanced, and
dynamic logs, nor do they show that Hermes is ready to replace SIEM, IDS, Fail2Ban, or
other production security mechanisms. Future work should evaluate the system on larger
and real-world log datasets, increase the number and diversity of scenario groups,
compare Hermes with other LLM providers and conventional ML baselines such as SVM
and Naive Bayes on larger labeled datasets, assess Hermes in near real-time monitoring
mode, implement sandboxed command-whitelist execution, compare latency across
remote API and local inference deployments, and test resilience against prompt injection
and risky action recommendations. Later evaluations should also involve multiple
independent human experts to assess reasoning quality and include more novel or
obfuscated log variations to reduce possible bias from LLM prior knowledge of standard
Ubuntu log formats.
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