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Abstract

Many computer network threats cause the security aspect to become the most critical problem. The intrusion
detection system is a widely used practical security tool to prevent malicious traffic from penetrating networks and
systems. To solve the issue, we construct a novel algorithm using Generative Adversarial Networks (GAN) to
address the IDS security problem. In this paper, we propose an intrusion detection model using GAN by analyzing
the extracted features of the network. To build our detection model, we collect the dataset, conduct pre-
processing, train our model with several hyper-parameters to get the best accuracy, and then test the model using
the new data. Based on experimental results, the proposed model can produce a 0.00539 error rate and indicate
a more accurate model to detect anomalies in the network traffic.
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1. Introduction

Computer networks have developed rapidly, contributing significantly to social and
economic development. This has led to an increasing interest in the security of computer
networks. A denial of Service (DoS) attack denies legitimate users' resources on a network
by producing unwanted traffic. An IDS is a detection system put in place to monitor
computer networks. IDS monitors the activities of computer and network systems and
classifies them as either normal or abnormal—the traditional method of IDS analyzing data
patterns to detect threats [1].

IDS is a popular solution to protect systems from malicious attacks. To build IDS
protection, it would be necessary to use a class method. It is a process of categorizing
objects through knowledge extracted from a data set during a learning step. Data are
grouped into homogeneous classes based on the common properties during the detection
step. Therefore, classification aims to construct a model that can predict a new object class
by taking advantage of existing information [5].

Machine learning is the most popular approach to deal with multiple issues in computer
science, including voice, face, image recognition, and cybersecurity research. Two causes
hinder the practical application of machine learning to the IDS. Firstly, the required
accuracy is high because the false detection risk is very high on IDS. In addition, trends in
network traffic subject to IDS change daily, and new attacks continue to be generated [1].
Various communities presented supervised and unsupervised techniques to establish IDS
in recent years. Using the learning techniques, IDS can improve its performance by training
the model and predicting future attacks [2].

Many scholars explore various machine learning algorithms for building detection
techniques. Traditional machine learning, such as Random Forest (RF) can be a practical
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solution to construct a detection model. However, conventional ML architecture remains a
drawback in the detection accuracy. In addition, deep learning can be a more promising
approach to dealing with image recognition, motion analysis, natural language processing,
or intrusion detection. It imitates the human brain's thinking and discriminating behavior
through many neurons [3].

A study presented an Improved Genetic Algorithm (IGA) to construct a DNN based on
inconsistent NIDS. GA is improved through optimization techniques, including Parallel
Processing and Fitness Value Hashing to build the model. It proposed a learning technique
for interruption detection, called non-symmetric deep auto-encoder (NDAE) for analyzing
feature learning. Moreover, the learning classification model utilized a meta-heuristic Ant
Lion optimization to reduce the error rate. Nevertheless, DL algorithms such as DNN, CNN,
and LSTM take too long to train the model. Therefore, a single machine learning or deep
learning algorithm cannot meet the requirements of the modern IDS [4].

Therefore, we propose a novel approach using GAN architecture to detect intrusion on
the network by analyzing and extracting features for detecting intrusions and organizing
them into regular and anomaly classes. In detecting network intrusion problems, we
present several significant contributions to this research, as follows:

1. We introduce a novel technique for detecting intrusion on the network to train the
data set and develop a viable model. We use several network intrusion data
features on the internet to build our model.

2. We build a model that can detect intrusion into the network. This model can be a
solution to distinguish between normal and abnormal networks. This step updates
the method that still uses conventional techniques to detect network intrusion.

3. We tested the proposed model to achieve high-accuracy results to detect intrusion
on the network quickly and accurately based on features. We set the parameters to
achieve the best results to get the best accuracy values.

Organization: The following is a breakdown of the journal's structure: Part Il delves further
into past findings. Part Il discusses the study's issue description. Section 1V explains the
experimental design, including a feature learning algorithm, a dataset, and preprocessing,
while Section V gives the study's findings and extensive analysis. Finally, section VI
summarizes the research's unresolved difficulties.

2. Related Works

An intrusion detection system (IDS) is a system that monitors network traffic for
suspicious activity and alerts when such activity is discovered. One significant issue with
IDS is that they regularly alert you to false positives. In many cases, false positives are
more frequent than actual threats. Various techniques have been proposed to deal with
IDS issues in the current years. In today's network, heavy traffic causes significant technical
challenges for IDS monitoring and detecting network activities. The incapability of IDS to
process the critical, diverse traffic causes the dropping of packets and low detection
accuracy. Extensive studies are conducted on the performance of IDS in high-speed
networks due to the potential challenges that occur during heavy traffic presented by the
various difficulties of packet-capturing systems in high-speed networks, which can be
solved using multithreaded architectures. Since the overloading of the IDS misses
malicious activities in high-speed networks, the multithreaded architecture optimizes IDS.
It maximizes its performance by reducing the overloading of IDS, which decreases packet
drop and increases CPU utilization. Moreover, the studies describe that the detection
capacity of the IDS will decrease with the increase in the packet drop rate. It depicts that
the effectiveness of the IDS will degrade with packet loss [28].



Dozens of works have explored network intrusion detection on the full dataset feature.
Network intrusion detection systems use various methods with high-performance results.
Previous works discuss ML-IDS based on Machine learning to build binary classification to
detect regular or malicious networks such as DoS, U2R, and R2L. IDS can be implemented
in many industries including the electrical industry. For instance, IDS is tested on a
simulated SCADA testbed to maintain, change, and operate less costly than an actual
device network. The attack target is a simple SCADA network consisting of two tanks using
Modbus over TCP [17]. Another paper was conducted on multiple feature selection, and
dimension reduction approaches to address low detection rates issues and poor
generalization capabilities in large network environments [20]. However, there remain
shortcomings in classifying significant traffic [16].

IDS generates an alert if there is a deviation between normal and observed behavior.
The basic idea of the approach is to detect if a user has abnormal behavior when comparing
previous activities. A study proposed a statistical method based on several random
variables and analyzed a user's normal behavior. And they calculate the difference
between the current and prior behaviors. The IDS is not programmed to recognize specific
attacks but to report abnormal activities. They use the profile generated from past events
and compare it to the current collector profile. However, this approach can give many false
alarms as it might not be able to detect some attacks [25].

Common approaches utilize antivirus, firewalls, and IDS to determine unauthorized
system behavior, including internal and external intrusion. Nowadays, researchers are
focusing on using technologies like ML and DL to construct IDSs. Famous ML algorithms
include KNN, SVM, Decision Tree, and Bayes. DBM, CNN, and LSTM [23]. A study
proposed ANN to optimize Network IDS (NIDS) based on Software Defined Network (SDN).
The proposed IDS detects DDoS attacks increasing Distributed Denial-of-Service (DRDoS)
detection and defense model based on the Deep Forest model (DDDF) [29].

On the other hand, various data mining techniques are proposed to be applied with IDS
to find or learn abnormal behavior patterns. IDS scans the network activities and finds
malicious activity in the network systems to enhance accuracy and provide better Security
and works well in detecting anomaly attacks. Data mining techniques give way to
processing, training, and classifying network information through IDS [26].

Deep learning is a growing research area in the current year [32][33][34][35][36]. A
paper presented Multi-Layer Perceptron (MLP) to investigate the performances of the
adversarial attack algorithms against deep network intrusion detection on the NSL-KDD
dataset. The MLP uses two hidden layers, each containing 256 neutrons, and the activation
function is the Rectified Linear Unit (ReLU). The author mainly evaluates white-box
adversarial attacks' effect on deep MLP architecture using one dataset without specifying
defenses. There is still a lack of internal understanding of the deep-learning algorithms that
trigger neuron activation. However, mitigation techniques are complicated for IDS to defend
against white-box and backdoor adversarial attacks [24].

The current investigation introduced a DNN model for network intrusion detection in
software-defined networking from the NSL KDD dataset and achieved a detection rate of
76%. The paper applied Principal Component Analysis (PCA) for the feature transformation
of the NSL-KDD dataset. Then, the feature subset obtained from PCA is optimized using
the Genetic Algorithm (GA) and PSO algorithms. The optimized features and a Modular
Neural Network (MNN) model for network intrusion detection are used. They obtained
(DR=98.2%, FAR=1.8%) for GA and (DR=99.4%, FAR=0.6%) for PSO [21].

Another study presented DBN for developing an efficient and flexible intrusion detection
system to detect intrusion behaviors. The success of learning algorithms depends on data
representation called feature learning, which is a technique to learn the explanatory factors
of variation behind the data, combining spectral clustering and deep neural network
algorithms. However, these research methods construct their models to learn
representations from manually designed traffic features. Not taking advantage of DNN'’s
ability showed that an improved traffic feature set can obtain a higher detection and



accuracy rate with a lower false rate. However, learning features directly from raw traffic
data should be feasible, such as in computer vision and natural language processing [27].
It took more time to detect and alert if there was any abnormality [6].

Therefore, we propose a novel approach using a generative learning model to handle
IDS by analyzing the feature dataset and training model. To conduct our experiment, we
collected various network intrusion detection features to build our dataset to train our model
and to deal with intrusion detection issues.

3. Proposed Method

A. Problem Definitions

This study focuses on IDS based on the dataset's features using GAN. There are
features in the dataset, and z is a noise that is randomly generated initially. G (z) means
that the generator G tries to learn a distribution Pc from the distribution of noise P and
make Pg as close as possible to accurate data distribution (Pdata). Discriminator D tried to
identify whether the sample was accurate or not. Adjust G and D until D cannot distinguish
between actual and generated data during training. We achieve the optimality of Pc = Pdata
[16]. G tries to confuse D, but D does its best to distinguish between the standard and
generated samples, so you can define the objective function for G and D as follows:

mingE, ., log (1= D(G(2)))] (1)
maxpEy.p, . [log(Dx)] + E,, [log (1 - D(G(z)))] 2)

Therefore, GANs can be described as a min-max problem min;max,V (G, D) with the
value function V(G, D):

V(D,G) = B paata [logD(x)]
+ Ezp,nllog (1= D(6()))] 3)

As aresult, large images are output when an actual image is inserted, and small values
are output when a fake image is inserted. The classification model becomes robust against
data transformation by constantly generating synthesized data as the learning continues.

Therefore, this study intends to use the data generation techniques of the GAN model
to create datasets that contain highly imbalanced classes and use the datasets for
classification after balancing the data.

B. Proposed Method

The proposed GAN is based on the Wasserstein GAN. Generative adversarial networks
are based on game theory; by adding a small number of subtle disturbances to the original
traffic sample, the attacker tries to trick the discriminator into believing that the model is
accurate. The discriminator tries to distinguish between the sample extracted from the
original data and the adversarial sample generated by the generator. In the case of gradual
convergence, the negative model is as similar as possible to the original piece. To obtain
the appropriate adversarial samples, two constraints should be satisfied: one is to maintain
the function of the traffic samples, and the other is to be aggressive so that the intrusion
detection system will not detect the adversarial examples. Fig. 1 illustrates the overall
architecture of the attackman, which mainly consists of three parts: the generator G, the
discriminator D, and the intrusion detection system IDS [15].



Firstly, the input of the generator G is the noise sample or the attack sample Z, and the
output is the adversarial sample G(z). The adversarial sample G(z) is fed into the
discriminator D, distinguishing the generated adversarial sample G(z) from the usual traffic
sample X. The goal of D is to encourage that the generated sample is indistinguishable
from the representative from its average class. The loss function is LWGAN, representing
the difference between predicted and actual labels.

Lwgan = Ex~pr [D(x)] + Ez~pg [1-D(2)] (4)

where p, is the distribution of the standard sample, p, Is the distribution of the generated
sample.

Secondly, to evade the attack, the black-box attack is considered. The black-box
intrusion detection system IDS input is the adversarial sample G(z). The output result of
IDS is fed back to the generator G to help generate more effective negative attack samples.
The goal of G is that the discrimination results of the generative adversarial models are the
standard samples. The loss function is L;;s, which represents the difference between the
output detection result and target label t,4,,.

Ligs = Ez—pg lf [IDS(2), taaw] )

where t.4, represents the target label and [, Represents the cross-entropy function.

Lyean 1S Used to encourage the adversarial samples to be similar to the original
samples X, and L4, It is used to generate more effective adversarial samples. Finally, by
jointly optimizing G and D, the generator and the discriminator are obtained by solving the
maximum-minimum game, and then the black-box attack is achieved. The overall objective
function is as follows:

mGin m[?XL = Lwgan + ALigs (6)

Where A € (0, 1) represents the relative importance of the mentioned two loss functions.

4. Experimental Setup

This paper aims to create a detection model based on dataset features to detect
network intrusion using the GAN algorithm. Anomaly data samples are taken from standard
data using GAN, optimizing the detector and increasing the detection rate when dealing
with enemy instances. This method aims to detect disturbances and classify them into
existing labels. GAN has mostly found success in the image field. Recently, GAN has made
extensions for areas such as Security. The GAN is researching extensively in the security
field as a new generator. Detecting invisible threats using a GAN provides a defense
mechanism with a more robust way to prepare for future attacks. Due to the high degree
of accuracy achieved by the GAN algorithm, it is very suitable for dealing with difficulties in
Detection. GANs have great potential for learning to emulate any data distribution and to
generate accurate data [9].

A. Dataset
In this experiment, we collect a dataset consisting of datasets in information data about

normal and abnormal tissues. We separate the dataset into two parts to create the model,
namely the training dataset, to construct or train the model, and the testing dataset to



evaluate our model's performance or the model's accuracy. In this study, we divide the
dataset by 80% for training and 20% for testing datasets. Table 1 shows the details of the
dataset distribution table in this study as follows:

Table 1. Details distribution of the dataset

Dataset Sample

Data Training (80%) 20.000
Data Testing (20%) 5.000
Total 25.000

B. Pre-processing

In the pre-processing, we perform data processing and filtering by looking at the data
type of each variable and checking for NA or empty data. If there is NA data or open data,
we eliminate it to obtain cleaner and more efficient data. On the other hand, if there is open
data, it is necessary to handle missing values. Then, we undergo vectorization,
normalization, missing value handling, and feature extraction. We divide the dataset into
training and testing parts in this pre-processing.

5. Result and Analysis

To conduct our experiment, we collect normal and anomalous network data. Fig. 1
depicts a normal dataset and an anomaly dataset. The normal and anomaly network
detection graphs display in the range of 40, indicated by the blue line plot.
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Fig. 1 Intrusion Detection Dataset

To classify normal and anomaly networks, an anomaly label is if the reconstruction
error is more significant than one standard deviation from the regular training sample. Our
proposed model calculates the regular network from the training set in this process. This
model conducts the reconstruction data using the GAN Autoencoder and calculates the
reconstruction error in the test phase. Fig.2 shows the regular detection test and anomaly
detection test.
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Fig. 2 Normal and anomaly classification test

Fig.2 depicts the standard network test with a low error rate and shows the anomaly
network test with a higher error rate. In the testing process, the blue line indicates the input
data, the red line describes the reconstruction data, and the thick red line between the blue
and red lines presents the error data. We also conduct training and testing models using
the samples to construct effective models by training various features of the training dataset
and testing the produced model using an unseen dataset to measure the model
performance. Fig.3 shows the accuracy and loss in the training and testing process to
obtain the model for IDS protection.
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Fig. 3 Training loss and validation loss

In this experiment, we adjust various hyperparameters to get the best network
performance. We set epoch = 3,000 and batch size = 512 during the training and testing
phase. The blue line plot shows training loss, and the red line shows test loss. We set a
high hyperparameter to get a good training model result. The higher the epoch value, the
lower the training loss in the training process. Low training loss indicates that the model's
performance is getting better.

We analyze the detection results by calculating the threshold to test the detection
model. We calculate the threshold value by calculating the sum of the mean values and
standard deviation values of the training loss. Our approach achieves a threshold value of
0. 00539. A smaller threshold value indicates a more accurate detection model and a lower
error rate. The model detects anomalies by comparing whether the reconstruction loss is
higher than a fixed threshold. The model calculates the mean error for the regular sample



from the training set, and then classifies the sample as an anomaly if the reconstruction
error is higher than one standard deviation. Therefore, our model can produce more
accurate results to solve the anomaly detection problem than the previous traditional
detection methods

6. Conclusion

Network security is one of the most critical security issues. However, the vast increase
in Internet development lifted the spread of security threats. The traditional method for
intrusion detection is no longer sufficient to detect attacks with unexpected patterns.
Therefore, the challenge of keeping systems safe from hacking vulnerabilities and attacks
should also increase. In this paper, we build a learning model to detect intrusions in the
network by analyzing features extracted from network traffic. Based on the experimental
result, our detection model can produce a threshold score of 0. 00539. A smaller threshold
value indicates a more accurate detection model and a lower error rate. Moreover, the
proposed learning methods can quickly detect intrusions to address or prevent these
intrusions before they enter and damage the network rather than using traditional statistical
techniques. Therefore, the proposed model can be a promising solution to deal with the
problem of intrusion on the network.
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